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Kitteh Porn! 



Needle in a Haystack? 

• Machines seized from multiple suspects 

• >10K images per machine 

• Lots of duplicate images 
 

Use hash matching to find "interesting" stuff! 



Let's Meet Our Suspects 

Emperor Rob 
Dark Lord of the Forensicators 
 
 
"You can tell I'm a criminal 
   mastermind by the eerie laugh…" 

Darth Hal 
His faithful apprentice 
 
 
"Does this armor make me look fat?" 

Princess Lee-Ah 
Enthusiastic Amateur 
 
 
"No, everybody from Alderaan 
   talks like this…" 



Making a Hash of Things 

$ ls 

Darthal  EmpRob  Lee-Ah 

$ for i in *; do md5sum $i/* >$i.md5s; done 

$ head -3 Darthal.md5s  

fafa5efeaf3cbe3b23b2748d13e629a1  Darthal/image001.jpg 

18c9d0f826615e5021a344b97e811799  Darthal/image002.gif 

18c9d0f826615e5021a344b97e811799  Darthal/image003.gif 

$ for i in *.md5s; do sort -k1,1 -u $i >$i.uniq; done 

$ ls 

Darthal   EmpRob        Lee-Ah 

Darthal.md5s  EmpRob.md5s  Lee-Ah.md5s 

Darthal.md5s.uniq  EmpRob.md5s.uniq  Lee-Ah.md5s.uniq 

 



Find the Common Images 

$ awk '{print $1}' *.uniq | sort | uniq -c | sort -nr 

      3 fafa5efeaf3cbe3b23b2748d13e629a1 

      3 18c9d0f826615e5021a344b97e811799 

  ... 

$ grep -h fafa5efeaf3cbe3b23b2748d13e629a1 *.uniq 

fafa5efeaf3cbe3b23b2748d13e629a1  Darthal/image001.jpg 

fafa5efeaf3cbe3b23b2748d13e629a1  EmpRob/image003.jpg 

fafa5efeaf3cbe3b23b2748d13e629a1  Lee-Ah/image002.jpg 

 



Common as Dirt 



Eliminate "Known Goods" 

$ awk '{print $1}' knwn-gds.md5s >knwn-gds.md5s-only 

$ for i in *.uniq; do  

    grep -vf knwn-gds.md5s-only $i >$i.filt;  

  done 

$ awk '{print $1}' *.filt | sort | uniq -c | sort -nr 

      3 18c9d0f826615e5021a344b97e811799 

      2 ec6548202cd232d49ecd2234ae474a67 

  ... 

$ grep -h 18c9d0f826615e5021a344b97e811799 *.filt 

18c9d0f826615e5021a344b97e811799  Darthal/image002.gif 

18c9d0f826615e5021a344b97e811799  EmpRob/image010.gif 

18c9d0f826615e5021a344b97e811799  Lee-Ah/image171.gif 

 



Profit! 



Lee-Ah and Emperor Rob? 

$ awk '{print $1}' *.filt | sort | uniq -c | sort -nr 

      3 18c9d0f826615e5021a344b97e811799 

      2 ec6548202cd232d49ecd2234ae474a67 

  ... 

$ grep -h ec654202cd232d49ecd2234ae474a67 *.filt 

ec6548202cd232d49ecd2234ae474a67  EmpRob/image129.gif 

ec6548202cd232d49ecd2234ae474a67  Lee-Ah/image211.gif 

 



Some Things Cannot Be Unseen 



Thanks J-Michael! 
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